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1804.470 Security requirements for un-
classified information technology
(IT) resources.

1804.470-1 Scope.

This section implements NASA’s ac-
quisition requirements pertaining to
Federal policies for the security of un-
classified information and information
systems. Federal policies include the
Federal Information System Manage-
ment Act (FISMA) of 2002, Homeland
Security Presidential Directive (HSPD)
12, Clinger-Cohen Act of 1996 (40 U.S.C.
1401 et seq.), OMB Circular A-130, Man-
agement of Federal Information Re-
sources, and the National Institute of
Standards and Technology (NIST) secu-
rity requirements and standards. These
requirements safeguard IT services pro-
vided to NASA such as the manage-
ment, operation, maintenance, devel-
opment, and administration of hard-
ware, software, firmware, computer
systems, networks, and telecommuni-
cations systems.

[72 FR 26561, May 10, 2007]

1804.470-2 Policy.

NASA IT security policies and proce-
dures for unclassified information and
IT are prescribed in NASA Policy Di-
rective (NPD) 2810, Security of Infor-
mation Technology; NASA Procedural
Requirements (NPR) 2810, Security of
Information Technology; and interim
policy updates in the form of NASA In-
formation Technology Requirements
(NITR). IT services must be performed
in accordance with these policies and
procedures.

[72 FR 26561, May 10, 2007]

1804.470-3 IT security requirements.

These IT security requirements cover
all NASA contracts in which IT plays a
role in the provisioning of services or
products (e.g., research and develop-
ment, engineering, manufacturing, IT
outsourcing, human resources, and fi-
nance) that support NASA in meeting
its institutional and mission objec-
tives. These requirements are applica-
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ble where a contractor or subcon-
tractor must obtain physical or elec-
tronic (i.e., authentication level 2 and
above as defined in NIST Special Publi-
cation 800-63, Electronic Authentica-
tion Guideline) access to NASA’s com-
puter systems, networks, or IT infra-
structure. These requirements are also
applicable in cases where information
categorized as low, moderate, or high
by the Federal Information Processing
Standards (FIPS) 199, Standards for Se-
curity Categorization of Federal Infor-
mation and Information Systems, is
stored, generated, processed, or ex-
changed by NASA or on behalf of
NASA by a contractor or subcon-
tractor, regardless of whether the in-
formation resides on a NASA or a con-
tractor/subcontractor’s information
system.

[72 FR 26561, May 10, 2007]

1804.470-4 Contract clause.

(a) Insert the clause at 1852.204-76,
Security Requirements for Unclassified
Information Technology Resources, in
all solicitations and contracts when
contract performance requires contrac-
tors to—

(1) Have physical or electronic access
to NASA’s computer systems, net-
works, or IT infrastructure; or

(2) Use information systems to gen-
erate, store, process, or exchange data
with NASA or on behalf of NASA, re-
gardless of whether the data resides on
a NASA or a contractor’s information
system.

(b) Paragraph (d) of the clause allows
contracting officers to waive the re-
quirements of paragraphs (b) and (c)(1)
through (3) of the clause. Contracting
officers must obtain the approval of
the—

(1) Center IT Security Manager be-
fore granting any waivers to paragraph
(b) of the clause; and

(2) The Center Chief of Security be-
fore granting any waivers to para-
graphs (¢)(1) through (3) of the clause.

[72 FR 26561, May 10, 2007]

186



		Superintendent of Documents
	2014-08-26T09:29:15-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




